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P L AT F O R M  S E C U R I T Y

How we protect your data
Our member, partner and administrative platforms are built on enterprise-grade cloud infrastructure and engineered with security as a first-class

requirement.  The  measures  below  summarise  our  technical  safeguards  at  a  level  appropriate  for  sharing;  specific  configurations  are  kept

confidential by design.

DOMAIN WHAT WE DO

Encryption in transit All communication with our platforms is encrypted using industry-standard TLS, with strict transport

security enforced so connections cannot be downgraded.

Enterprise cloud Data is hosted on leading enterprise cloud infrastructure benefiting from physical, network and

platform security maintained to international standards.

Encrypted application & messaging Our member application and operational communications run over encrypted channels, with concierge

conversations end-to-end encrypted and sensitive coordination conducted on secure, privacy-focused

platforms.

Strong authentication Access to our systems requires verified credentials, with two-factor (authenticator-based)

authentication available and encouraged for every privileged account.

Credential protection Passwords and account credentials are managed entirely by Google Firebase Authentication and stored

only as salted, irreversible hashes. No member of Algoz staff can see, retrieve or recover a user’s

password — not even an administrator.

Role-based access control A granular permission model limits each user and administrator to precisely the functions their role

requires, enforced at the system level.

Session protection Administrative sessions are protected against hijacking and fixation, and expire automatically after

inactivity to limit the lifetime of any compromised session.

Hardened web defences Our applications apply modern browser protections — including anti-clickjacking, content-security

and strict-transport controls — to reduce the surface for common web attacks.

Secure, access-controlled backups Backups are restricted to authorised personnel and handled under strict encryption discipline so that

recovery never becomes a route to exposure.

Activity logging Sensitive administrative actions are logged, supporting accountability and the detection of unusual

activity.
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D ATA  P R O T E C T I O N  &  P R I VA C Y

How we handle your information
We collect only what is necessary to arrange and deliver your services, hold it securely, and keep you in control of it. Our handling of personal

information follows recognised data-protection principles.

PRINCIPLE IN PRACTICE

Data minimisation We gather only the information required to arrange and deliver the services you request — nothing

collected “just in case.”

Purpose limitation Your information is used solely to provide and coordinate the services you have requested, and for no

unrelated purpose.

Encryption at rest & in transit Information is protected by encryption both while stored and while transmitted between you, our team

and our infrastructure.

Confidential by default Member records, itineraries and communications are treated as confidential and made available

internally only on a strict need-to-know basis.

Your control & rights You may request access to, correction of, or complete deletion of your personal information at any

time, and we will act on it promptly.

Complete erasure on request When you ask us to delete your information, your personal data is permanently and completely

removed from our active systems — not merely hidden or deactivated — subject only to any record

we are legally obliged to retain.

Retention discipline Information is kept only as long as necessary to deliver the service and meet legitimate obligations,

then securely removed.

Encrypted concierge Concierge conversations are end-to-end encrypted; their content is readable only by you and your

assigned Algoz contact.
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C O N F I D E N T I A L I T Y  &  N O N - D I S C L O S U R E

Discretion, by policy and by design
Discretion is the foundation of our work. It is enforced contractually, operationally and technically — not left to goodwill. Every person and

partner who touches an engagement is bound to protect it.

COMMITMENT WHAT IT MEANS FOR YOU

Signed NDA for any access Anyone able to reach any client or member data or information — every staff member, vetted partner

and field operative — does so only under a signed, binding and enforceable non-disclosure agreement.

No access is granted without one.

Need-to-know access Your identity, movements and arrangements are shared internally only with the specific personnel

delivering your service.

No acknowledgement We neither confirm nor discuss client relationships with any outside party. Your association with Algoz

is itself confidential.

Compartmentalised operations Sensitive operational detail is compartmentalised, so no single point holds more than its role requires.

Secure handling & disposal Confidential documents are created, stored, transmitted and disposed of under strict protocol.

Discreet by design Our systems are built to minimise exposure of identities, locations and itineraries at every layer of the

platform.
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D ATA  O W N E R S H I P  &  U S E

Your data is never sold, shared or marketed
Algoz is a closed, members-only service — not an advertising or data-monetisation business. Your information exists to serve you, and for

nothing else.

OUR POSITION DETAIL

No sale of data We do not sell, rent or trade client or member data to any party, under any circumstances.

No sharing for others’ benefit We do not share your information with advertisers, data brokers or any third party for their own

commercial purposes.

Zero marketing use Your personal data is never used to build advertising profiles or to target you with marketing. Any

optional communications are strictly opt-in.

Ad-free by principle Our platform carries no advertising and sells no placement. There is no commercial incentive to

exploit your data.

You own your information Your data remains yours. You can ask us to export or erase it, and we will comply.

Operating the service requires a small, vetted set of infrastructure providers — secure cloud hosting and payment processing among them. Where your data is

processed by such providers, it is solely to deliver the service you have requested, under strict confidentiality and data-protection terms, and never for their own

purposes. We do not share your data beyond what delivering your service requires.
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C Y B E R S E C U R I T Y  P O L I C Y  &  G O V E R N A N C E

How we stay secure
Security at Algoz is a standing discipline, not a one-off project. The following principles govern how we build, operate and protect the platform

day to day.

PRINCIPLE HOW WE APPLY IT

Security as a first-class requirement Protection is designed into the architecture from the outset, not bolted on afterwards.

Least privilege Every account — internal, partner or administrative — is granted the minimum access its role

requires, and no more.

Continuous vigilance Logging and monitoring of sensitive actions support the early detection of anomalies.

Vendor diligence Infrastructure providers and sub-processors are selected for their security posture and bound by strict

contractual terms.

Incident readiness We maintain defined procedures for containment, assessment and, where required, notification, should

an incident ever occur.

Secrets discipline Credentials, keys and tokens are never exposed in code, documents or communications, and are

rotated under control.

Ongoing improvement Safeguards are reviewed and strengthened as the platform and the threat landscape evolve.
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T H E  P U B L I C  W E B S I T E  ·  A L G O Z G R O U P. C O M

Privacy on our website
The same discretion that governs our service governs our public presence. Visiting algozgroup.com or sending an enquiry exposes you to no

unnecessary tracking and no onward use of your information.

AREA OUR APPROACH

Secure by default The site is served over encrypted HTTPS with strict transport security enforced.

Minimal data We collect only what is needed to respond to enquiries you choose to send us.

Confidential enquiries Messages you send through the site are handled with the same confidentiality as the rest of our work.

No advertising trackers We do not run third-party advertising networks or sell visitor data. Any analytics are limited to

understanding and improving site performance, and are never used to profile you for marketing.

Essential cookies only We use only what the site needs to function correctly — not third-party advertising cookies.

Your choice You may contact us at any time to ask what we hold and to have it corrected or removed.
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A U T H E N T I C I T Y  &  A N T I - P H I S H I N G

Trust only our official channels
Impersonation and phishing are a reality for any organisation serving discerning clients. You can protect yourself by engaging with Algoz only

through the verified addresses below. We will never ask for your password or security codes by email, message or telephone.

CHANNEL THE ONLY ADDRESSES TO TRUST

Official websites algozgroup.com (and its subdomains) and algoz.group. No other website is operated by or affiliated

with Algoz.

Official email Every genuine Algoz email address ends in @algozgroup.com. Treat a message from any other

domain as not from us.

Our only Gmail address algozgroup@gmail.com is the single Gmail account we use. Any other Gmail address claiming to be

Algoz is not us.

We never ask for secrets We will never request your password, one-time codes or full payment details by email, message or

phone.

If you enter your information into a website, form or link that is not one of the official domains listed above, we cannot protect it and cannot accept responsibility for

data lost to a fraudulent or impersonating site. When in doubt, type algozgroup.com directly into your browser, or contact your Algoz representative to verify before

you act.
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S H A R E D  R E S P O N S I B I L I T Y

Staying secure together
Our safeguards protect your information from the moment it reaches our platform and for as long as we hold it. The one layer we cannot control

for you is your own device and accounts — so the strongest security is a shared effort.

Our encryption and protection apply from the point your information reaches our platform onward; we cannot secure information while it is still on your own

device. If your phone, computer or email is compromised — for example by malware, a keylogger, or an unlocked or shared device — data can be exposed at your

end before our protection begins. Algoz cannot accept responsibility for exposure originating on a user’s own device, accounts or networks.

GOOD PRACTICE WHY IT MATTERS

Keep devices updated & locked Run current software and reputable security tools, and keep a screen lock on every device you use with

us.

Use strong, unique credentials Choose a strong password used nowhere else, and enable two-factor authentication wherever it is

offered.

Verify before you click Open algozgroup.com directly rather than following unexpected links, and check the sender’s exact

domain.

Never share codes or passwords No genuine Algoz contact will ever ask for them — treat any such request as fraudulent.

Use trusted networks Avoid entering sensitive details over public or unsecured Wi-Fi.

Report anything unusual Tell us at once about suspicious messages, unexpected requests, or any possible exposure.

R E P O R T  A  C O N C E R N

If you notice a suspicious message, a request that feels wrong, account activity you do not recognise, or any possible leak,

contact us immediately at services@algozgroup.com or through your Algoz representative. Prompt reporting lets us act

quickly to protect you.
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A L G O Z

Our commitment

Your privacy, your security and your discretion are not features of our service — they are its foundation. We hold your trust as

carefully as we hold your safety, and we protect your information with the same seriousness we bring to every operation we

run.

For any question about how we protect your data, to exercise your rights over it, or to report a suspicious message or possible

leak, your Algoz contact and services@algozgroup.com are always available.
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